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STATEMENT OF THE CASE

The United States Government has indicted some 200 individuals for their alleged rolesin
acts of assault and property damage that occurred in the District of Columbia on January 20, 2017,
the day of President Donald Trump’s inauguration. In furtherance of those prosecutions, the
Government secured a search warrant directed to DreamHost, a California company whose servers
host a website called DisruptJ20, located at http://www.disruptj20.0org. That web site expressed
opposition to Trump and to the government policies that the site’s authors anticipated he would
likely implement, and urged readers to participate in inauguration protests. The site included
detailed information about arange of protests planned for the week |eading up to Inauguration Day,
and the Women’ s March planned for the following day, January 21, both in Washington, D.C. and
in many other cities around the country. After the events of weekend were over, the site provided
descriptionsand photographs of the protest events, along with information about the arrests of some
demonstrators as well asthe legal rights of those who had been arrested.

Scrutiny of the current contents of theweb site, aswell asof past versionsof theweb site till
availableonthelnternet Archive, https://web.archive.org/web/* /www.disruptj 20.org, doesnot revea
calls for violence; indeed, some of the material urged participants not to resort to violence.
However, according to representationsin the Motion to Show Cause that initiated this proceeding,
it appearsthat the warrant may have been secured based on claims of probable causeto believe that
the authors and/or operators of the site were somehow implicated in the assaults and property
damagesthat occurred on Inauguration Day. (“That websitewas used in the development, planning,
advertisement and organization of aviolent riot that occurred in Washington, D.C. on January 20,
2017.” Motionto Show Cause, at 1.) Based on whatever showing may have been made in support

of that contention, the United Statesdemands sweeping accessto all filesin DreamHost’ spossession



pertaining to the web site, including server log files that would contain information showing the
Internet Protocol addresses (“1P addresses’) from which members of the public were using Internet
access to view the contents of the web site.

After ignoring DreamHost’ seffortsto discussits concerns about the apparent breadth of the
warrant, the Government initiated this proceeding, asking the Court to compel DreamHost to comply
with the subpoenainitsentirety. DreamHost opposed the motion to compel on both constitutional
and non-constitutional grounds. On August 14, 2017, DreamHost published an article on its blog
announcing both the Government’ s motion, its own efforts to narrow the demand, and the brief it
had filed in opposition to the Motion to Compel. It wasthe broad coverage of this post that alerted
the Doeintervenors, each of whom exercised hisor her First Amendment rights by viewing the web
site for the purpose of pursuing other activity protected by the First Amendment, to the fact that the
anonymous basis on which they had gained access to the web site was in jeopardy. After their
counsel unsuccessfully tried to engage the Government in a discussion of the First Amendment
ramifications of the warrant, the Does have moved for |eave to intervene for the purpose of filing
this brief in opposition to the issuance of any Court order compelling DreamHost to provide their
identifying information to the Government.

ARGUMENT

A. First Amendment Scrutiny LimitsCourt Order sand Gover nment I nvestigations That
Trench on First Amendment I nterests.

Court orders directed at private parties are actions by the Government that are subject to
scrutiny under the First Amendment. NAACP v Alabama, 357 U.S. 449, 462 (1958). Such scrutiny

appliesevenwhentheordersareissued at the behest of private parties, whether theordersareawards



of damages, New York Times Co. v. Sullivan, 376 U.S. 254, 265 (1964), or injunctive orders that
compel private partiesto take specific actionson pain of contempt. Organization for a Better Austin
v. Keefe, 402 U.S. 415, 418 (1971). First Amendment scrutiny isall the more important where the
order is sought from a court at the behest of government officials whose actions are themselves
subject to the First Amendment’ s strictures. NAACP, 357 U.S. at 460-463; New York Times Co. v.
United States, 403 U.S. 713, 714 (1971).

Moreover, it is well-established that government investigations that impinge on First
Amendment interests are subject to scrutiny under the First Amendment. Gibson v. Florida Legis.
Investigation Comm., 372 U.S. 539, 544 (1963); NAACP, 357 U.S. at 460-462. The casescall for
such scrutiny either because demands for information impinge directly on First Amendment rights,
or because of the chilling effect that the investigation may have. For example, in Clark v. Library
of Congress, 750 F.2d 89 (D.C. Cir. 1984), the D.C. Circuit reversed the dismissal of aclaim by an
employee of the Library of Congress objecting to the fact that the Library had instigated an FBI full
field investigation after it learned that he had attended meetings of the Y oung Socialists Alliance.
Similarly, in White v. Lee, 227 F.3d 1214, 1238 (9th Cir. 2000), the Ninth Circuit alowed local
critics of a proposed housing project to pursue First Amendment claims against federal housing
officials for violating the critics free speech rights by conducting a lengthy and intrusive
investigation into their opposition. See also ILA Local 1814 v. Waterfront Commn. of New York
Harbor, 667 F.2d 267, 272 (2d Cir. 1981) (limiting state commission’s demand for list of
contributors to a political committee); Donahoe v. Arpaio, 986 F. Supp. 2d 1091, 1135 (D. Ariz.
2013) (denying summary judgment against civil rights claim alleging aretaliatory |aw enforcement

investigation directed at dissenters); Alliance to End Repression v. City of Chicago, 627 F. Supp.
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1044, 1050-52 (N.D. Ill. 1985) (allowing First Amendment claims to proceed where local law
enforcement infiltrated certain groupsand accumul ated “ an extensive dossier” about anindividual);
Paton v. La Prade, 469 F. Supp. 773 (D.N.J. 1978) (alowing First Amendment claim brought by
student over a“mail cover” that led to Government recordation of his name and address as someone
who had sent a letter to a socialist group so that he could write a school paper). Once the
investigation was found to implicate First Amendment interests, these courts required the
government to show that their investigations werejustified under astandard of “ exacting scrutiny.”

Cases from both the D.C. Court of Appealsand federal courtsin the District of Columbia
apply First Amendment limits to discovery orders in civil proceedings that seek information
privileged against production by the First Amendment. In Zerilli v, Smith, 656 F.2d 705, 714 (D.C.
Cir. 1981), United Sates v. Garde, 673 F. Supp. 604, 607 (D.D.C. 1987), and Wyoming v
Department of Agriculture, 208 F.R.D. 449, 454-455 (D.D.C. 2002), local federa courts invoked
First Amendment principles to limit discovery into materials protected by the First Amendment,
requiring the parties seeking that discovery to show that the discovery they sought was central to
their litigation contentions and that they had exhausted alternate means of obtaining theinformation
they needed to advance their cases.

Moreover, following themany Supreme Court casesin which the First Amendment hasbeen
held to protect the right of authors to publish anonymously, e.g., Mcintyre v. Ohio Elections
Comm'n, 514 U.S. 334, 341-42 (1995), in Solersv. Doe, 977 A.2d 941, 956 (D.C. 2009), the D.C.
Court of Appeals held that discovery orders seeking to pierce the right of Internet users to speak
anonymously must bejustified by an evidentiary showing that establishes aprimafacie casethat the

Internet users sought to be identified have engaged in actionable speech. In this regard, the Court

-4-



of Appeals embraced an approach now joined by appellate courts in a dozen states. E.g.,
Independent Newspapersv. Brodie, 407 Md. 415, 966 A.2d 432 (2009); Mobilisa, Inc. v. Doe, 217
Ariz. 103, 170 P.3d 712, 717 (Ariz. App. 2007); Doe v. Cahill, 884 A.2d 451, 456 (Del. 2005).
Although it is civil discovery orders trenching on the First Amendment that have received
thegreatest judicial attention, discovery ordersinfederal criminal investigationshavesimilarly been
subjected to First Amendment scrutiny, requiring the government to show “a compelling state
interest in the subject matter of the investigation and a sufficient nexus between the information
sought and the subject matter of theinvestigation.” InreFaltico, 561 F.2d 109, 111 (8th Cir. 1977).
Seelnre Grand Jury Subp. No. 11116275, 846 F. Supp. 2d 1, 4 (D.D.C. 2012). A leading casein
that line of authority is Bursey v. United Sates, 462 F.2d 1059, 1082 (9th Cir. 1972), where the
Ninth Circuit limited a grand jury subpoenaissued in the course of an investigation of the Black
Panther Party, a political group whose policies included advocacy of violent self-defense of black
communities against police intervention. Although the Court of Appeals found that the overall
investigation was legitimate, it protected subpoenaed witnesses from having to answer certain
guestions that trenched too far on protected First Amendment interests and were insufficiently
justified by the government’ s proffered explanation for itsinvestigation. Similarly, when agrand
jury investigating the murder of alocal youth was used as an excuse to demand information about
alocal political group, the Fifth Circuit blocked the inquiry: “It would be a sorry day were we to
allow agrandjury to delveinto the membership, meetings, minutes, organizational structure, funding
and political activitiesof unpopular organi zationson the pretext that their membersmight havesome
information relevant to acrime.” Ealy v. Littlgjohn, 569 F.2d 219, 229 (5th Cir. 1978). See also

Rich v. City of Jacksonville, 2010 WL 4403095, at *11 (M.D. Fla. Mar. 31, 2010) (loca law
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enforcement official who used subpoena power to identify anonymous blogger without having
evidenceof acrimedenied qualified immunity in action for violation of blogger’ sFirst Amendment
rights). Casesdecidedinfederal courtsinthe District of Columbia, described in the next section of
thisbrief, have similarly limited grand jury investigationsinto protected First Amendment activity.
SeeInre Grand Jury Investigation of Possible Violation of 18 U.SC. 8§ 1461 et seq., 706 F. Supp.
2d 11, 20 (D.D.C. 2009), and In re Grand Jury Subpoena to Kramerbooks & Afterwords, Inc., Nos.
98-MC-135-NHJ, 26 Med. L. Rptr. 1599, 1600 (D.D.C. Apr. 6, 1998).

B. The First Amendment Limits Court Orders That Trench on the Right to Read
Anonymously.

It is “well established that the Constitution protects the right to receive information and
ideas.” Sanley v. Georgia, 394 U.S. 557, 564 (1969). This right “follows ineluctably from the
sender’s First Amendment right,” and “[m]ore importantly, . . . is a necessary predicate to the
recipient’s meaningful exercise of his own rights of speech, press, and political freedom.” Bd. of
Educ., Island Trees Union Free Sch. Dist. No. 26 v. Pico, 457 U.S. 853, 867 (1982) (plurality
opinion) (emphases in original). As Justice Brennan stated in his concurrence in Lamont v.
Postmaster General, “[t]he dissemination of ideas can accomplish nothing if otherwise willing
addressees are not free to receive and consider them. It would be a barren marketplace of ideas that
had only sellers and no buyers.” 381 U.S. 301, 308 (1965) (Brennan, J., concurring); see also Reno
v. ACLU, 521 U.S. 844, 874 (1997) (invalidating provisions of law that “effectively suppresse[d] a
large amount of speech that adults have a constitutional right to receive and to address to one
another”).

Moreover, just as the First Amendment right to speak includes the right to speak



anonymousdly, as discussed above, state and federal courts have recognized the right to read
anonymously and have, accordingly, refused to enforce discovery demandsfor theidentification of
readers when not supported by a compelling government interest that was linked with sufficient
precision to the demanded identification. Thus, Lubin v. Agora, 389 Md. 1, 882 A.2d 833 (2005),
rgected a demand by the Maryland Securities Commissioner for the production of the list of
subscribersto afinancial newsletter; and Tattered Cover v. City of Thornton, 44 P.3d 1044 (Colo.
2002), restrained execution of a search warrant demanding that a bookstore produce customer
records showing purchase of a“how to” book about producing drugs.

Twofederal court decisionsintheDistrict of Columbiahaveheld applied the sameprinciple.
When Special Prosecutor Kenneth Starr served agrand jury subpoena on Kramerbooks demanding
alist of MonicaLewinsky’ s purchases, the United States District Court for the District of Columbia
recognized the First Amendment implications and demanded an in camera showing of the
government’ s claim of acompelling justification. Inre Grand Jury Subpoena to Kramerbooks &
Afterwords, Inc., Nos. 98-MC-135-NHJ, 26 Med. L. Rptr. 1599, 1600 (D.D.C. Apr. 6, 1998). In
another case, that court limited grand jury subpoenas served in support of an investigation that was
purportedly directed at obscene materials to seeking the identities of buyers of materials shown to
be unprotected by the First Amendment. In re Grand Jury Investigation of Possible Violation of 18
U.SC. 81461 et seq., 706 F. Supp. 2d 11, 18 (D.D.C. 2009). Thelistsof purchasers of expressive
works of a sexual nature that were not shown to be outside First Amendment protection were
protected against compelled disclosure. 1d. at 20-21. And adifferent federal court, Inre Grand
Jury Subpoena to Amazon.com Dated Aug. 7, 2006, 246 F.R.D. 570, 572 (W.D. Wis. 2007),

addressed a grand jury subpoena for a list of book buyers, issued in support of an otherwise
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legitimateinvestigation into whether aparticul ar seller wasengaged in mail or wirefraud. Thecourt
guashed the subpoenabecause of the chilling effect of identifying book buyerswho werethemselves
accused of no wrongdoing to the government without their consent. Instead of ordering production
of thelist of buyers, Amazon, which had received the subpoena, was allowed to inform a subset of
the customers in question of the investigation and ask them whether they would be willing to
communicate with the prosecutors. Only those users who were willing to speak to the government
were to have their names provided.

The court explained:

Thesubpoenaistroubling becauseit permitsthe government to peek into thereading

habits of specificindividualswithout their prior knowledge or permission. .. . [I]tis

anunsettling and un-American scenarioto envision federal agentsnosing throughthe

reading lists of law-abiding citizens while hunting for evidence against somebody

else.[Inan eraof pervasivesurveillanceand politicized Justice Department applying

litmus tests,] rational book buyers would have a non-speculative basis to fear that

federal prosecutors and law enforcement agents have a secondary political agenda

that could come into play when an opportunity presented itself. Undoubtedly a

measurabl e percentage of people who draw such conclusions would abandon online

book purchases in order to avoid the possibility of ending up on some sort of

perceived “enemieslist.”

Id. at 572-573.
C. The Government Has Not Made a Showing of Compelling Need to Identify the

1,300,000 I nter net Protocol Addressesfrom Which UsersViewed the DisruptJ20 Web

Site.

The implications of the Court allowing federal prosecutors to compel the identification of
the more than amillion IP addresses from which users viewed a web site devoted to protesting the
President’ sinauguration are chilling indeed. Although awarrant this broad would be disturbing in

any administration, the Doeintervenors have particul ar reason to be concerned in an administration

led by a President who has shown intense intolerance for disagreement and a tendency to lash out
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with raw language and threatsdirected at political adversaries. Intrusioninto the privacy of so many
individuals who viewed the anti-Trump protest site anonymously should not be enforced without a
highly exacting showing of the government’s need for that information.

Theaffidavitsof the Doeintervenorsexplain theinnocent, constitutional ly protected reasons
for looking at the DisruptJ20 web site. They wanted to protest, and to find protest activitiesin which
they would be comfortable participating, and to which it would be appropriate to expose their
children. They were planning their own protest activities, and they wanted both to draw on theideas
of others and to avoid getting in the way of others. They engage in online activism and online
communications of their own, and wanted to study the methods used by othersto communicatetheir
activities. And one of the Does was a journalist living in Maine who visited the web site for the
additional purposeof reporting on anti-Trump activitiesinthenation’ scapital. The Government has
no legitimate basis snooping into their identities.

In that regard, even assuming that the United States has made a sufficient showing of
probabl e cause to support some aspects of its search warrant — amatter that the Doeintervenorsdo
not address with respect to parts of the subpoenanot related to the disclosure of their IP addresses
— intervenors have no reason to believe that the Government has shown any basis for demanding
production of the log files showing the IP addresses of the anonymous Internet users who viewed
the DisruptJ20 web site. A review of the web site revealsthat it was largely devoted to expressing
constitutionally protected opinionsabout Donald Trump and advocating avariety of peaceful protest
activitiesdirected at expressing such opinionson Inauguration Day and immediately beforeand after
that date. Likethe Doeintervenors, who explainin their affidavits the reasonswhy they viewed the

web site, thereisevery reason to expect that the overwhelming majority of Internet usersviewed the
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web site for entirely protected reasons.

Moreover, enforcing the subpoenato identify anonymous users who viewed that site would
have an enormous chilling effect on the public’s right to surf the Internet and view political
expression that they find of interest. The affidavits show that the Does are very concerned about
being identified to federal prosecutors. They oppose Trump, but they do not want to be on his
EnemiesList. They fear avisit from the FBI or acall from federal prosecutors as aresult of being
identified asamong the anonymousreadersof theweb site. Itislikely that their reactionsaretypical.

What’ s more, even assuming for the sake of argument alegitimate basis for some parts of
the warrant, the lesson of the many cases cited in the previous two parts of this memorandum isthat
the Government bears the burden of establishing the basis for each part of the challenged warrant.
Thus, the United States must provide a compelling explanation for its demand for production of
information leading to theidentification of the more than one million addresses used by people who
viewed this web site. And the Government cannot justify its sweeping demand for identifying
information on the hope that a handful of the usersthusidentified will prove to have been guilty of
some crime.

So far asintervenors are aware, the Government made no effort to justify this aspect of its
subpoena. Unless it provides a judtification that rises to the level of compelling need, the
enforcement of the warrant should be denied on First Amendment grounds. Indeed, unless the
government can show probable cause to believe that merely viewing this web siteis evidence of
criminal activity, enforcement of the warrant can be denied without reaching the First Amendment

arguments, but ssmply for the failure to show probable cause supporting the search.
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CONCLUSION

The Court should deny enforcement of the warrant insofar asit demands production of the

server log files for the DisruptJ20 web site.

August 21, 2017
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